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/Z
/THE PROBLEM

THE CURRENT STATE OF VULNERABILITY MANAGEMENT

Explosion of Explosion of Explosion of
New Technology Vulnerability Scanners ' Vulnerability Data
+ Containers * Infrastructure Scanners + XML, JSON, CSV
« Serverless * Cloud Scanners * Proprietary APIs
* Internet of Things * Dynamic App Scanners (DAST) * Proprietary formats
* Cloud & Virtualization  Static Code Scanners (SAST) * Proprietary reports
* Programming Languages * Interactive App Scanners (IAST) * Penetration test results
* Frameworks * 3rd Party Library Scanners * Bug Bounty findings

Vulnerability management teams can’t respond quickly enough to
keep up with the stream of new threats & vulnerabilities.
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/OUR SOLUTION

NUCLEUS - A VULNERABILITY & RISK MANAGEMENT PLATFORM

STAGE 1 STAGE 2 STAGE 3

Collect & normalize Prioritize, de-duplicate Automate vulnerability
vulnerability data and enrich the data response & remediation

Some relevant integration partners (60+):

="y -
@ RAPIDS) tenable @ VERACODE WhiteHat™ (O BLackDuCk V
Qualys SECURITY CHECKMARX
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/360 Degree
Visibility

Increase visibility into the entire
vulnerability management process

through relationships between different

types of data & automated analytics

B View Vulnerabilities Through the Entire Lifecycle

* Nucleus hooks into every aspect of a vulnerability’s life, and
tracks all actions on it, from exceptions to remediation

activities

B Group Vulnerability Information Across Asset

Type
*  Get a service-centric view of your vulnerability results

by linking together different types of assets

B Automate Report Generation & Delivery
* Get the information you need to make the best decisions,
automatically, on a schedule that works for you and is

delivered directly to your inbox

Company Confidential



/
/Remediate 10x Faster

Smart Automation 4‘ g
‘ s / - — : ' .
* Nucleus automates all of the manual processes ol Al
around a normal vulnerability management P ;
program

* Leverage automation rules to kick off
remediation processes without the standard
analysis workflow

i &
4 A ' 4

Unlock Collaboration

» Seamlessly share the right information with the
right teams automatically to get them what
they need to do their jobs

* Manage vulnerability and remediation from a
platform which updates in real-time based on
new scan information, user activities, and
remediation efforts
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/THE PRODUCT

Nucleus

Vulnerability Overview

a

94

High Risk Vulnerability Metrics

o

119

Vulnerabllities By Scan Type
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i
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Latest Scans

The Nucleus project dashboard provides top level vulnerability and risk
metrics, with the ability to drill down deeper into any point of interest.
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/THE PRODUCT

Nucleus = | Project: Nudeus Testz A0 = @ % @ &-

@ Global Dashboard Connectors

\B Clone Connector From Another Project € Bad
Add a Connector

Asset Inventory
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HipChat Slack
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Bitbucket  GitHul b GitLab Jira PagerDuty samanage ManageEngine SD ServiceNow syslog

Nucleus automates your vulnerability management workflow through its integrations with
dozens of scanning platforms, ticketing systems, issue trackers and more.
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/THE PRODUCT

Information  Instances (1)

ail B Createlss

Description &
## Overview
Py

tois a Cryptographic modules for Python

$=Status

Affected versions of this package are vulnerable to Arbitrary Code Execut

n. Heap-based buffer overflow in the ALGnew function in block_templace.c in Python Cryptography el
jirary code as demonstrated by a crafted iv parameter to cryptmsg,py.

0 execute arb

Risk Score
The fix is merged to the master branch but not yet published \ Fvnln F
## References

® Exploitability 7 Days
Github Commit i

Github Issue

i Vulnerability Age
VD Scanning Took: sh
Discovered: 2020-01-16
Solution # Last Seen: 20200116
Update pycrypto package beyond vulnerable version: [.2.7a1] " & Reference Information
Disclosure Time:  2015-12-15T03:19:452
Is Patchable: No
Is Upgradable: No
Inital Package: Tabric@1.2.0
Final Package: pyCrYpLom2.6.1
Activity & Comments Y Filter v - CVEa ()
o CVE-2013.7459

Assigner: cve@mitre.org
Description: None
References:

K

sts.fedoraproj £6/CBBWNADPLKDBEOS
edoraproject.org/archives/list/package-
announce®|ists fedoraproject,org/messaze/RI37RIVL
httos://pony7.fricti:public32¢3:crvotmsg

Nucleus makes all vulnerability details and information available from all tools in
use so that vulnerability analysts can do their job from a single pane of glass.
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/THE PRODUCT

Nucleus =

Automation

Vulnerability Scan Ingest W Asset Taggin;
Y '8 gging

8 Ticketing & Issue Tracking A& Notifications

Nucleus unblocks productivity with automation rules that enable
organizations to automate vulnerability data ingestion, processing and triage.
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“The platform, as if some form of magic, provides a simple and intuitive manner for users to extract valuable information

from the plethora of scan data and engage with it on a whole new level. The experience the creators of Nucleus have in

terms of vulnerability management shines through the platform and the choices they have made.”

— Pedro DeSouza, Vulnerability Manager, Sensepost — Part of Orange Cyberdefense
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/Business ROI

Bl Decrease cost to remediate vulnerabilities by up to 80%
Free up expensive security expertise to fix instead of track

M Eliminate hiring 2 — 10 FTEs for same capability

Solve the problems with technology rather than manpower (and
better with real KPI tracking)

M Eliminate vulnerability & compliance reporting overhead

Integrate reporting to reuse work through evidence and
lifecycle tracking aggregation

B Make better decisions with true visibility
Answer questions instantly which you can't currently answer

Company Confidential



